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What’s	wrong	with	our	current	approach?

Insanity:	doing	 the	same	thing	over	and	over	and	
expecting	different	results.

- Albert	Einstein





Let’s	just	be	honest

• One	of	these	files	contains	malware…

• What	chance	do	your	users	have?



Even	technical	users	are	at	risk



While	we’re	being	honest

Security	is	not	easy,	and	it’s	not	convenient.		Users	
implicitly	trust	their	IT	departments	to	keep	them	
safe.		And	we’re	failing	them	dismally…



Still,	$$$



“Hacker	Culture”



The hacker	culture is	a subculture of	individuals	who	enjoy	the	intellectual
challenge	of	creatively	overcoming	and	circumventing	 limitations	of	systems
to	achieve	novel	and	clever	outcomes.

https://en.wikipedia.org/wiki/Hacker_culture



So	why	does	that	matter?



Defense	is	Hard

A	History	of	U.S.	Communications	 Security,	David	Boake,	NSA	(1973)
http://www.governmentattic.org/18docs/Hist_US_COMSEC_Boak_NSA_1973u.pdf



Offense	is	just	cooler…



Defenders	Challenges



Defenders	conundrum

• Defenders	are	required	to	protect	everything	equally.

• Attackers	do	not	play	by	the	same	rules;	they	require	a	single	weak	
point	to	gain	entry.

• Attacks	are	developed	faster	than	defensive	techniques.



Defenders	conundrum

• Security	products	are	sold	around	the	latest	hype-cycle.

• Defenders	hold	cards	too	close	to	their	chests	in	many	cases;	
knowledge	sharing	is	still	relatively	poor.



Gaining	access	is	trivial
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Even	nation	states	don’t	need	0day

• 0	day	vulnerabilities	are	available	(some	at	a	reasonable	price),	but	
attackers	don’t	need	them	anyway.

Rob	 Joyce,	NSA	chief	of	Tailored	Access	Operations	(2015)



Or	to	put	it	better…



Our	own	tools	can	work	against	us



It’s	easy	to	feel	hopeless;
Defenders	are	on	the	back	foot…



The	gold	standard?



A	look	at	the	financial	sector

• Average	time	in	financial	sector	to	apply	security	patches	is	176		days.*
• Massive	reliance	on	perimeter	technologies	to	protect	us.	**
• InfoSec	budgets	are	typically	8-10%	of	total	IT	spend.
• Much	focus	is	still	spent	on	stopping	external	threats.

*	http://www.zdnet.com/article/financial-sector-takes-176-days-on-average-to-patch-security-vulnerabilities/
**	https://www.sans.org/reading-room/whitepapers/analyst/security-spending-preparedness-financial-sector-survey-36032



Gold	standard?



…	so	with	attacks	(seemingly)	
on	the	increase	we	don’t	
seem	to	be	getting	better	at	
the	basics...



Attacks	will	technically	be	perpetrated	internally	– either	by	actual	staff	
members,	or	by	attackers	who	are	using	staff	credentials	and	who	have	
control	of	staff	assets.



that	said...



Attackers	have	challenges	of	
their	own...



“He	who	makes	war	without	any	mistakes	
has	not	made	war	very	long”

-- Napoleon	 Bonaparte



Analysis	of	an	attack

•We	all	know the	Lockheed	Martin	kill	chain.		*zzzzzz*

• As	defenders,	we	should	be	learning	from	attackers.		Unless	
we	understand	their	methods,	we	are	doomed	to	fail.	

• Attackers	leave	traces.		And	they	make	mistakes…



Windows

• Box	gets	owned.

• cmd.exe typically	used	and	system	profiling	generally	occurs	
(systeminfo etc).

• Tasklist,	netstat,	net	use,	reg query	etc.



Linux

• Box	gets	owned.

• Shell	gets	spawned	and	system	profiling	occurs.

• netstat,	iptables,	lsof etc.



Persistence?



Persistence

• Download	toolkit/malware	for	persistence.

• Ensure	service,	registry	or	other	mechanism	to	auto-start.

• Escalate	privileges	(assuming	not	done	already).

• Lots	of	places	to	look;	windows	services,	registry,	DLL	search	
order	hijacking,	GPO,	AT,	WMI…



Lateral	movement	and	exfiltration

• Browse	at	attackers	leisure	gathering	data.

• Exfil…

• Repeat	ad-infinitum	until	complete,	discovered	or	bored.



Attackers	Conundrum

• Defenders	have	the	upper	hand;	this	is	your environment.

• Attackers	need	to	tread	carefully	so	as	not	to	set	off	alarm	
bells	(assuming	you	have	any).

• Attackers	need	varying	amounts	of	time	to	perform	many	
actions	– and	they	are	vulnerable	during	these	times.



This	presents	us	with	opportunities	for	
detection…



Current	methods	of	detection



Anti	Virus

IDS	/	IPS	/	
HIPS

Proxy	technologies	
(URL	filtering	etc.)

Threat	Feeds



Signature	detection	is	failing	us



DLP



SSL	is	helping	(and	hurting)	us…



Log	
correlation	
and	SIEM



Still	the	proverbial	needle



Pen	Tests





Current	methods	are	not	100%	
effective…

We	are	still	squishy	on	the	
inside...



So	should	you	be	getting	rid	
of	what	you	have?





Promising	new	technologies



Canary



Canary	Tokens



Endpoint	Detection	&	Machine	Learning



Thinking	a	bit	differently…



Your	best	defense



Your	staff	and	their	l33t	skillz



Enthusiasm	is	important





Let’s	look	at	some	examples



Configuration	management	



Configuration	management	



Configuration	management	



These	tools	can	be	especially	
useful	when	combined	with	

something	like	process	
accounting	or	auditd….



Configuration	management	



Some	Examples

• SSH	Tunnels.

• netcat,	nmap,	etc.

• Detection	of	newly	installed	packages/running	processes.

• Service	restarts,	modifications	to	files/folders,	kernel	params.



Configuration	management	



Possible	on	Windows	too



Detailed	information



K.I.S.S.



Persistence



Attacker	challenges

• Attackers	(usually)	need	to	download	some	code	to	execute	
to	gain	persistence.

• They	(usually)	have	a	reliance	on	some	tool	to	download	that	
code	for	them.



Potential	detection

• Tool	of	choice	for	most	attackers	would	be	wget or	curl	
which	are	installed	by	default	on	most	*nix	machines.

• You	could	uninstall	these,	but	why	not	use	them	against	the	
attacker?

• If	they’re	available,	they	will	be	used.		



Wrapping	of	curl/wget



The	same	principle	can	be	applied	in	other	
places	too…	even	Windows



Exfiltration



Attacker	challenges

• Attackers	need	to	collate	and	collect	data.

• Typically	stored	somewhere	centrally	to	easily	get	out.



Simple	potential	detection

•Windows:	forfiles /P	c:\ /M	*.*	/S	/D	+”DD/MM/YYYY"		/C	
"cmd /c	if	@fsize gtr <XX	bytes>	echo	@path	@fsize@fdate
@ftime”

• *Nix:	find	/	-mtime 0	-size	+XXG



Digital	Forensic	Tools



Things	I	ran	out	of	time	for…

• Detection	of	large	disk	usage	changes	over	X	periods	of	time.		

• Using	netstat to	detect	connections	that	exist	for	longer	than	
Y	period	of	time.



1	+	1	=	3

MISINFORMATION



NOT	advocating	attacking	
techniques



©	Ange	Albertini



Phish	Net

• Lovingly	written	(and	titled)	by	one	of	my	team	members.

• Designed	to	make	the	life	of	phishers	a	little	more	difficult.

• Looks	to	fill	the	phishers	net	with	garbage	data.



Investigation

• Detection	of	phishing	attack	via	various	methods.

•We	spin	up	an	offsite	VM	and	browse	the	malicious	site;	
choose	your	provider	of	choice.

• Search	for	phishing	kits	to	obtain	the	source	if	possible.



Fire	up	BURP

Analysis	of	the	app	to	determine	where	data	is	being	POST’d.



Misinformation	Payload

Now	we	can	choose	to	either	route	through	TOR	or	AWS,	Google	Compute	etc.



Give	the	attacker	moar data

Feed	the	phisher	with	data	that	looks	real…



The	desired	effect



Has	it	worked?

•We	have	had	great	success	with	this.

• Timing	is	important;	too	soon	vs.	too	late.

• Gains	are	(hopefully)	made	more	difficult	for	the	attacker.



Helping	and	Enabling	Users



Monitor	for	your	users





• 17	addresses	found	in	the	AM	database.

• Important	that	we	get	to	them	before	attackers	do.

• Enable	them	to	deal	with	the	threats	of	exposure,	publicity	
etc.

How	AM	affected	us?





[TARGET],

I	need	you	to	put	through	a	transaction	today	 in	form	of	a	wire	transfer.	Let	
me	know	what	details	will	be	sufficient.,	For	the	last	months	we	have	been	
working,	in	coordination	and	under	the	supervision	of	the	SEC,	on	acquiring	
a	company....	

This	is	very	sensitive,	so	please	only	communicate	with	me	through	this	
email,	in	order	for	us	not	to	infringe	SEC	regulations.

[SPOOFED	NAME]
CEO	– Discovery	Holdings

Sent	from	my	iPad

Whaling	Example



Enabling	users	to	detect	these	mails

• Users	find	it	challenging	to	determine	the	origin	of	these	mails.

• We	want	to	try	and	enable	them	to	do	so.

• Enabling	them	to	do	so	would	allow	more	
informed	decisions.



Duh?!		Show	them	it’s	external?



Are	these	proposed	solutions	
enough?





If	you’re	going	to	do	it,
do	it	right…





Florian	Roth



In	Summary



People	much	smarter	than	me	need	to	consider	
solutions	that	fall	outside	of	traditional	avenues.



In	Summary….

• We	need	champions	of	Defensive	Information	Security.

• We	need	to	share	more	information	amongst	defensive	communities.

• We	need	to	be	honest	with	our	boards	about	the	reality	on	the	
ground.

• We	need	to	work	harder	to	get	the	basics	rights.



In	Summary….

• Simple	solutions	often	provide	decent	detection.

• Encourage	your	staff	to	play	a	more	active	role.

• Focus	more	around	how	attackers	would	operate	and	optimize	ways	
to	detect	their	movement	by	playing	to	your	strengths	and	their	
weaknesses;

• Encourage	development	of	secure internal	tools	to	help	detect	
attacks.



Questions?
Thank	you


